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Chapter 1

About this Guide

This guide has been created in order to help sales engineers, product managers, or network
specialists demonstrate the PacketFence capabilities on-site with an existing or potential customer.
It can also provide guidelines to setup a proof of concept for a potential PacketFence deployment
using OPSWAT Metadefender Endpoint to provide information about device compliance before
and during network access.
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Chapter 2

Assumptions

= You have a configured PacketFence environment with working test equipment;

= You have, or will create, an OPSWAT Metadefender Endpoint account at https:/
www.opswat.com/products/metadefender/endpoint/management/.

= You are aware of the licensing options available at https:/www.metadefender.com/licensing
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Chapter 3

Quick installation

Step 1: Configure OPSWAT Metadefender
Endpoint

You will first need to create an OPSWAT Metadefender Endpoint account at https:/
www.opswat.com/products/metadefender/endpoint/management/ and configure your account
according to OPSWAT’s documentation.

Step 2: Developer account

Now that you have basic functionality for your OPSWAT Metadefender Endpoint account, you
will need to create a Metadefender Endpoint developer account so PacketFence can access the
OPSWAT Metadefender Endpoint API. You can do this here https:/gears.opswat.com/developers.

Creating the application

Once this is done, click Register a new application. The only thing important here is to set the callback
URL to http:/127.0.0.1/opswat.

Once you created the application, note the client key and client secret for usage below.

Step 3: Gathering the install URL

From your OPSWAT Metadefender Endpoint console, click +Devices at the top. Then click on Enable
Metadefender Endpoint client on another device.

Then click Download or send link for guest Metadefender Endpoint clients
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Add devices

To monitor more devices, simply download the Gears client and run on those
machines. Gears will send device information to your cloud account and enable you
to begin managing the devices from the cloud.

Download managed Gears clients for distribution

+ sl K .
T Windows and Mac only

-0r -

Download or send link for guest Gears clients

U == f} ()Y Windows, Mac, Linux, Android, i0S

Then note the URL at the bottom of the screen.

Add guest devices

After users download and run the client, you will be able to monitor and manage their
devices through your Gears account.

<= Go to the guest device download page
-or-

)24 Email the download link
-or-

mn  Send the link via chat

Paste the following message into your chat client window:

We are using OPSWAT Gears to manage the network. Please follow the instructions at this
link to enable your device with OPSWAT Gears:
https://gears.opswat.com/gears/a/download/4655c62dd5b9e12c873e2b7f0944446b

Click to copy text
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Chapter 3

Step 4: API| access

In order to configure OPSWAT Metadefender Endpoint in PacketFence you will need to generate an
OAuth2 access and refresh token so PacketFence can access the OPSWAT Metadefender Endpoint
API.

Generate the authorization code

First you will access this page using your browser (replace -clientid- by your client ID that you
got when creating the application):

https://gears.opswat.com/o/oauth/authorize?client_id=-clientid-
&response_type=code&redirect_uri=http://127.0.0.1/opswat

Authorize the application and you will then be redirected to an unavailable page but the URL will
contain the code in it's parameters (ex: http://127.0.0.1/opswat?code=wJ2RTE).

Generate the access and refresh token

We will now use the code at the end to generate the access and refresh token using another HTTP
request that will be done in your browser. Replace -clientid- and -clientsecret- by the client
id and secret of your application. Then add the code you got above at the end of this URL.

https://gears.opswat.com/o/oauth/token?client_id=-clientid-&client_secret=-
clientsecret-&grant_type=authorization_code&redirect_uri=http://127.0.0.1/
opswat&code=

You should now be presented with a JSON response that contains the access and refresh token.
Take note of both of these values for the PacketFence configuration. Example:

{"access_token":"ab3aec71-fa6a-4752-8804-00c37f934059" , "token_type": "bearer”,
"refresh_token":"f9e7c698-4d88-42ch-b9ae-c067557e8385", "expires_in":43199,
"scope":"read"”,"client_id":"1234567890"}

Step 5: Configure PacketFence

Create a new provisioner

Login in the PacketFence administration interface, then go in the Configuration tab, then in
Provisioners. Click Add provisioner then select opswat.
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New Provisioning Entry

Provisioning ID @ opswat
Description OPSWAT
Set role

Roles

Client Id @ 1234567890
Client Secret @ 0987654321
Host | gears.opswat.com
Port @ 443
Protocol hitps v
Access token @ b5275f8c-a22c-4260-8090-696C2b3
Refresh token @ ec532cc4-0d78-426e-8c44-1411c5E

Agent download uri @ | https//gears.opswat.com/gears/a/de

Close Save

Now configure this new provisioner with the information you got above.

= The Provisioning ID is the friendly name of the provisioner.

= The Client Id is the ID of the application you created in the developer account.

= The Client Secret is the secret of the application you created in the developer account.

* The default host should work if you have a cloud account, if not adapt it to your local instance.
= The port and protocol should be left to default.

= The access and refresh token are the tokens you got at the end of step 4.

= The Agent download uri is the one you got in step 3.

Add the provisioner to the profile

Now that you have created the provisioner, go in the Connection Profiles menu on the left and
select the default portal. Click Add Provisioner and select the new OPSWAT Metadefender Endpoint
provisioner that was created earlier.

Copyright © 2014 Inverse inc. Quick installation 6



Chapter 3

Captive portal

Advanced Reuse dotlx credentials

Web Services

Portal Profiles Enable Biling Engine

Admir When enabling the billing engine, all authentication sources bellow are ignored.

Number of Registration 0
nterface: Pages

i Languages en_US v
Floating devices
Firewall SSO
Sources
Roles
Access Duration Add a source

Provisioners

apswat v
Violations
Statement of Health Mandatory Fields [— .
lastname v
Fingerprints
User Agents phone v
MAC Addresses
email v

Step 6: Add the necessary passthroughs

Next, still in the PacketFence administration console, go in Fencing in the left menu, then scroll then
to Passthroughs. Check the Passthrough box above the field and add the following domains to the
passthrough list.

= gears.opswat.com

= software.opswat.com

= opswat-gears-cloud-clients.s3.amazonaws.com

cketFence

Choose between our supported IDS engine.

Wireless IPS,

If enabled, we will act on wirelessIPS traps sent by Wireless controllers.

Violations

Statement of Health
Wireless IPS threshold

Percentage of matching you want to alert the admin on a wirelessIPS trap.

User Agents Passthrough
MAC Addresses When enabled, PacketFence uses pfdns if you defined Passthroughs or Apache mod-proxy if you defined Proxy passthroughs to allow trapped devices to reach web sites.

Passthroughs

P
Comma-delimited list of domains to be used as HTTP and HTTPS passthroughs to web sites. The parameter must be enabled for to be effective

Proxy Passthroughs

4

Comma-delimited list of domains to be used with apache passthroughs. The configuration parameter passthrough must be enabled for passthroughs to be effective.

Proxy Interception

If enabled, we will intercept proxy request on the specified ports to forward 1o the captive portal

Proxy Interception Port | 8080
3128
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Step 7: Test

You can now test that the installation of the OPSWAT Metadefender Endpoint client is mandatory
after the device registration. Connect a device to your test network and register like you normally
would. At the end of the registration process you will be presented a page asking you to install the
OPSWAT Metadefender Endpoint client on your device. After you install the client click continue.
If your access is enabled than this means the connectivity between PacketFence and OPSWAT
Metadefender Endpoint is good.
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Compliance enforcement

PacketFence polls the OPSWAT Metadefender Endpoint APl in order to trigger violations on
noncompliant devices.

PacketFence uses the number of critical issues the device has to determine whether or not it needs
to isolate it.

Step 1: Configure OPSWAT Metadefender
Endpoint

First you need to configure what you consider as a critical issue in your OPSWAT Metadefender
Endpoint console.

You will do that through the Configure menu. Then you'll see a column that allows you to flag what
is considered as a critical issue.

Protection Unwanted Applications System Advanced Threats
Consider an issue Critical @ Al Deskiops Laptops  WM's  Semers
Antiphishing v v v v |

/| Require at least one antiphishing product to be enabled

Antivirus v v v v v

7] Reportif no antvirus appiication is installed 7
/| Require real time protection from at least one antivirus product 7]
Attempt to enable real time protection in all antivirus products
& Configure | Require at least one antivirus product to have definitions less than 3 days old "
Attempt to update all antivirus definiions
Device Policy ) .
77| Require full system scan from at least one antivirus in the last 7 days
| Reportif at least one antivirus has detected any threats in the last 7 days
Backup v v v v v
7| Reportif no backup appiication is installed
7] Reportif no backup actwity in the last 7 days
Encryption v v v v v

Copyright © 2014 Inverse inc. Compliance enforcement 9



Chapter 4

Step 2: Configure PacketFence

Now in order to enforce the compliance of the devices using the flagged critical issues above, you
will need to configure the provisioner you created above to activate the enforcement.

Back in the provisioner configuration, go in the Compliance tab.

You now have to configure the violation that is raised when a device is noncompliant. Using the
violation Generic should fit your needs for now, and you can modify the template after.

Then configure the Critical issues threshold and put it at the minimum critical issues a device needs
to have before it gets isolated.

Putting 1 into that field will isolate the device whenever there is at least one critical issue with the
device.

Provisioning Entry opswat
Settings Compliance

Non compliance violation Generic v

‘Which violation should be raised when non compliance is
detected

Critical issues threshold 1

Raise the non compliance violation the number of critical
issues is greater or equal than this. 0 deactivates it

Fermer Sauvegarder

You can then hit Save and now the device will get isolated whenever it's found as noncompliant.
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Step 3: Customize the template

You can now customize the template the violation is using in the Connection Profile section. Simply
select your connection profile and then go in the Files tab.

You can then modify the template violations/generic.html so it displays additional information.

You can also customize this violation in the Violations section of the administration interface. Refer
to the PacketFence Administration Guide for additional information about this.
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